Podmienky spracovania osobnych udajov

v zmysle ustanovenia 18/2018 Z.z. - Zakon o ochrane osobnych udajov a 0 zmene a doplneni
niektorych zakonov, v zneni neskorsich predpisov, a podla nariadenia Eurdpskeho parlamentu a Rady
(EU) 2016/679 z 27. aprila 2016 o ochrane fyzickych osdb v stvislosti so spracovanim osobnych tdajov
a o volnom pohybe tychto Gdajov a o zruseni smernice 95/46/ES (vSeobecné nariadenie o ochrane
osobnych udajov) (,GDPR")

Osobnym udajom sa na Ucely tohto dokumentu rozumie akakolvek informacia tykajlca sa urceného
alebo urcitelného subjektu udajov. Subjekt udajov sa povazuje za uréeny alebo urcitelny, ak je mozné
priamo alebo nepriamo identifikovat najma na zaklade cisla, kddu alebo jedného alebo viacerych prvkov
Specifickych pre jeho fyzicku, fyziologicku, psychickd, ekonomickd, kultirnu alebo socialnu identitu.

Subjektom udajov sa rozumie fyzickad osoba, ku ktorej sa osobné Udaje vztahuju, teda pouzivatelia
sluzby Schedy.

Za pouzivatela sluzby Schedy sa povazuje kazda osoba, ktora si vytvori uzivatelsky i firemny ucet.
Uzivatel sluzby Schedz prehlasuje, Ze si je vedomy svojej role Spravcu osobnych udajov, ako aj prév a
povinnosti, ktoré z tejto role plynu. Udeluje vyslovny informovany suhlas Spracovatelovi s tymito
Zasadami ochrany osobnych tGdajov

Spracovatelom osobnych tdajov je spoloé¢nost KMB group s.r.o., Piedtanskd 3, 831 02 Bratislava, ICO
47 425 288, spoloc¢nost zapisana v obchodnom registri vedenom na Okresnom sude Bratislava I, oddiel
Sro, vlozka 92152/B (dalej len ako Spolo¢nost). Spolo¢nost mdZe spravu a spracovanie osobnych tdajov
zverit tretej strane za U¢elom prevadzkovania a spravy sluzby Schedy.

1. Vymedzenie spracovavanych osobnych udajov
1.1. Spracovatel pre Spravcu na zaklade Zmluvy spracovava osobné tdaje v uvedenom rozsahu:

J&el spracovania Rozsah osobnych Gdajov Zvlastna Kategdria
kategoria subjektov
osobnych udajov
udajov

Meno a priezvisko fyzickej osoby; ddtum
narodenia fyzickej osoby, pohlavie,
pracovné pozicie, interné zamestnanecké
Cislo, pracovné a/alebo sikromné mobilné
a/alebo pevné telefénne Cislo;

Vedenie personalnej nie zamestnanci

agendy

pracovny a/alebo sikromny e-mail;
fotografie; ddtum ndstupu do spolo¢nosti,
datum odchodu zo spoloc¢nosti, typ Uvazku
a typ pracovnopravneho vztahu, adresu
trvalého bydliska, kontaktnu adresu,
kontakt pre pripad nudze, informacie o
povinnych zrazkach zo mzdy, bankové
spojenie.




2.

Ucel spracovania Rozsah osobnych udajov Zvlastna Kategoria
kategoria subjektov
osobnych udajov
udajov

Vedenie agendy Terminy ¢erpania udalosti absencie Nie zamestnanci
dovoleniek a dalsich |(dovolenka, sick days, benefit days, atd. —
typov absencie dalSie udalosti podla nastavenia systému
zamestndavatelom)
Planovanie smien, Terminy vykonu pracovnych ¢innostina  [Nie zamestnanci
planovanie zaklade definicie ¢innosti
pracovnych Cinnosti |[zamestndvatelom (napr. pracav
kancelarii, praca u klienta, atd')
Evidencia dochadzky |Evidencia odpracovanej doby Nie zamestnanci
zamestnancov zamestnanca v ramci jeho pracovnych dni.
Profil zamestnanca |Okrem identifika¢nych ddajov . .
o . | Nie zamestnanci
zamestnanca moZe zamestnanec vkladat
aj svoje podobizne.
UZivatel'skd a Udaje ulozené v aplikacii Schedy . .
Nie zamestnanci

aplikacnd podpora

1.2. Spracovatel bude osobné Udaje podla tejto Zmluvy spracovavat v elektronickej podobe
1.3. Spracovatel sa zavdzuje Osobné Udaje spracovavat s odbornou starostlivostou.

Samostatnost spracovatela a pokyny spravcu
2.1. Spracovatel bude Osobné tdaje spracovavat samostatne pre dosiahnutie stanoveného ucelu

spracovania v zmysle ¢lanku 1.1. a s vynaloZenim odbornej starostlivosti samostatne
rozhodovat o vykonani jednotlivych ikonov v rdmci spracovania osobnych udajov, ktoré je
potrebné v sulade s platnymi pravnymi predpismi vykonat.

2.2. V pripade, ze Spracovatel od Spravcu dostane Pokyn, je nim viazany.
Pokyny na spracovanie osobnych Udajov moZe za Spravcu oznamovat a za Spracovatela
prijimat iba Opravnena osoba, a to v pisomnej (elektronickej) forme.

2.3.

2.4. Spracovatela nezavazuju pokyny Spravcu, ktoré su:
2.4.1.urobené inou ako Opravnenou osobou a adresované inej ako Oprdvnenej osobe,
2.4.2.urobené v inej nez pisomnej (elektronickej) forme,
2.4.3.v rozpore s platnymi pravnymi predpismi.

2.5. Pokial nastane akykolvek pripad, ked Spracovatel nie je pokynom Sprdvcu viazany, je o takej

skutocnosti Spracovatel povinny Spravcu bez zbytoéného odkladu informovat.




3. Ukladanie a zabezpecenie osobnych udajov

3.1

3.2

3.3.

3.4.

3.5.

Spracovatel sa zavizuje, Zze bude Osobné Udaje uchovévat a spracovavat bezpecéne a bude
pouzivat vietky primerané bezpeénostné systémy a postupy obvyklé pre spracovanie
Osobnych Udajov.

Spracovatel sa zavazuje branit, pripadne podniknat vsetky mozné kroky k zamedzeniu
neopravnenému pristupu, kopirovaniu, Uprave, ukladaniu, reprodukcii, zverejneniu alebo
distribucii Osobnych udajov.

Pokial Spracovatel v suvislosti s poskytovanim SluZzieb vyuZiva Zabezpecovacie prvky, je
povinny o Zabezpedovacich prvkoch zachovavat dévernost, nie je opravneny ich zdielat s
tretimi osobami, prevadzat alebo inak zneuzivat.

Spracovatel vytvara zalozné képie databdz (tyZzdenna zaloha databdzy), ukladame posledné
4 zalohy. Obnova dat zo zalohy je spoplatnenad Ciastkou 500€.

V pripade, Ze ktorakolvek zo Stran zisti, Ze:
3.5.1.doslo k neopravnenému ¢i nezakonnému spracovaniu Osobnych udajov;
3.5.2.doslo k strate, poskodeniu alebo zniéeniu ¢i inému spésobu znehodnotenia Osobnych

udajov;

3.5.3.nastal pripad Narusenia zabezpecenia;
3.5.4.tretia osoba ziskala neopravneny pristup k niektorému zo Zabezpecovacich prvkov;

je povinna toto bez zbytoéného odkladu oznamit druhej Strane a poskytnut maximalnu
sucinnost na napravu.

3.6. Pri poskytovani kvalitnych sluzieb Schedy ndm pomahaju spracovatelia, ktori pracuju v

sulade s eurdpskymi Standardmi ochrany osobnych Udajov. Spracovavanie osobnych Udajov

tymito tretimi stranami je upravené ich vlastnymi podmienkami poskytovania sluZieb. Popis

ucelov spracovania:

3.6.1.Sluzba MailChimp a Mandrill na zasielanie hromadnych oznameni a notifikacii. Osobné
udaje spoloénosti MailChimp st odovzdavané do USA, pricom spolo¢nost MailChimp
spiia podmienky EU-U.S. Privacy Shield.

3.6.2.Sluzby Statistiky Google Analytics a Google Tag Manager
(https://policies.google.com/privacy/partners?hl=en).

4. Vyhlasenie
4.1. Spracovatel vyhlasuje a Spravcovi zarucuje, Ze

4.1.1.splfa vietky zdkonné povinnosti, ktoré pre neho z GDPR a inych pravnych predpisov
vyplyvaju;

4.1.2.bude po celt dobu trvania Zmluvy spracovavat osobné Udaje pre Spravcu v stlade s
Slovenskym pravnym poriadkom, najma v sulade s GDPR;

4.1.3.bude po celt dobu trvania Zmluvy viest riadne zdznamy o ¢innostiach spracovania
Osobnych udajov v zmysle ¢l. 30 GDPR;

4.1.4.bude podla tejto Zmluvy spracovavat vo vztahu k vymedzenym subjektom udajov iba
osobné udaje v rozsahu a na ucel stanoveny Spravcom alebo v sulade s ucelom tejto
Zmluvy;

4.1.5.bude Osobné Gdaje spracovavat vzdy na zaklade platného pravneho titulu, pokial je
sucastou Sluzieb zhromazdovanie Osobnych udajov Spracovatelom;

4.1.6.bude podla tejto Zmluvy spracovavat presné Osobné Udaje a pravidelne ich bude
aktualizovat. Osobné Udaje, ktoré su nepresné s prihliadnutim na ucely, na ktoré sa
spracovavaju, Spracovatel zmaze alebo opravi po predchadzajucom Pokyne Spréavcu;


https://policies.google.com/privacy/partners?hl=en

4.1.7.bude Osobné Gdaje ukladat po nevyhnutne potrebny ¢as podla Pokynu Spravcu.
Spracovatel sa zavazuje vykonavat pravidelne kontrolu lehot na likvidaciu osobnych
Udajov a zabezpecovat likvidaciu osobnych ddajov, pokial s na to splnené podmienky;

4.1.8.je schopny zarudit, Ze sa nebude pri spracovani osobnych Gdajov pre Spravcu spravat
tak, aby doslo k zniZeniu Urovne ochrany osobnych Udajov zaistenej tymto predpisom.

4.2. Spravca vyhlasuje a Spracovatelovi zarucuje, Ze:

4.2.1.v dobe odovzdania Osobnych Udajov su Osobné Udaje aktualne a existuje platny
zakonny titul pre ich spracovanie;

4.2.2.nie je si vedomy Ziadneho rizika porusenia platnych pravnych predpisov v suvislosti s
doterajsim spracovanim Osobnych udajov.

4.2.3.suhlasi s umoZnenim dalSieho spracovania osobnych Gdajov dal$imi spracovatelmi,
ktori sa zaviazu k ochrane osobnych udajov v minimalnom rozsahu, ktory je stanoveny
touto zmluvou. V rovnakom rozsahu ¢o do Ucelu spracovania a v minimalnom rozsahu,
¢o do zaistenia bezpecnosti spracovania spracovavanych osobnych udajov.

Suéinnost

5.1. Sucinnost pri plneni spravcovi povinnosti reagovat na ziadosti o vykon prav subjektov
udajov.

5.2. Spracovatel sa zavazuje poskytnut Spravcovi potrebnu sucinnost, ktord od neho mozno
spravodlivo pozadovat, najma pri:

5.2.1.zavadzanie a udrziavanie vhodnych technickych a organiza¢nych opatreni na
zabezpecenie osobnych Udajov;

5.2.2.ohlasovanie pripadov NarusSenia zabezpecenia;

5.2.3.posudzovanie vplyvu spracovania na ochranu osobnych Gdajov, pokial Spravca
rozhodne, Ze je posudenie vplyvu spracovania v zmysle ¢lanku 35 GDPR nevyhnutné
vykonat;

5.2.4.plnenie povinnosti predchadzajicej konzultacie s Uradom na ochranu osobnych udajov
v zmysle ¢1.36 GDPR pri vzniku zakonnych podmienok.

5.3. Spracovatel sa zavazuje na vyzvu Spravcu poskytnut v stanovenej lehote, ktora nesmie byt
kratSia ako tridsat (30) pracovnych dni nevyhnutné informacie potrebné na doloZenie, Ze
spracovanie osobnych Udajov podla Zmluvy je vykonavané v sulade s platnymi pravnymi
predpismi.

5.4. Spracovatel sa zavazuje umoznit Spravcovi a jeho zdstupcom na jeho vyzvu v primeranej
lehote, ktord nesmie byt kratsia ako tridsat (30) pracovnych dni:

5.4.1.pristup k zd&znamom o ¢innostiach spracovania Osobnych Udajov;
5.4.2.vykonat kontrolu technickych a organizaénych bezpeénostnych opatreni Osobnych
udajov;

Doba trvania spracovania

6.1. Strany sa dohodli, Ze Spracovatel bude spracovavat osobné (daje podla tejto Zmluvy na
dobu urcitu po dobu trvania zmluvy o uZivani internetovej sluzby Schedy.

6.2. Po ukonceni tejto zmluvy si Spracovatel vyhradzuje pravo cely ucet Sprdvcu nendvratne
vymazat, a to vratane vsetkych existujucich képii osobnych Gdajov.

Miléanlivost
7.1. Zmluvné strany prehlasuju, Ze vSetky Udaje, informacie a skuto¢nosti suvisiace s touto
Zmluvou a jej plnenim a poskytovanim sluzieb na zaklade tejto Zmluvy, najma spracovavané



osobné udaje podla Zmluvy, vratane obsahu Zmluvy (s vynimkou informacii, ktoré su alebo
sa stanu verejne zndmymi inak nez porusenim tejto Zmluvy a informacii, ktoré prislusna
strana mala vo svojom drzani uz pred ich obdrzanim od druhej zmluvnej strany), su
dovernymi informaciami (,,Doverné informacie”). Strany sa zavazuju, Ze Déverné informacie
neposkytnu tretej strane a nepouziju ich na iny ucel ako na plnenie tejto Zmluvy, s
vynimkou:
7.1.1.svojich poradcov viazanych povinnostou mlcanlivosti v rovhakom rozsahu ako Strany,
alebo
7.1.2.prislusnych Statnych a inych spravnych Uradov a sidov, pokial su strany povinné podla
vSeobecne zavaznych predpisov im tieto informacie poskytnut, alebo
7.1.3.informacii, ktoré su alebo sa stanu verejne dostupnymi inak ako porusenim tejto
Zmluvy.

7.2. Spracovatel sa zavazuje k povinnosti mlc¢anlivosti v rozsahu tohto ¢lanku Zmluvy zaviazat
svojich zamestnancov a inych spolupracovnikov v zmluvnom vztahu so Spracovatelom, ktori
vykonavaju Cinnosti sUvisiace s touto Zmluvou a jej plnenim a poskytovanim sluzieb na
zaklade tejto Zmluvy.

7.3. Povinnost ml¢anlivosti podla tejto Zmluvy trva aj po zaniku tejto Zmluvy. Strany nie su
oprdvnené po skonéeni Zmluvy déverné informacie v zmysle tejto Zmluvy akymkolvek
spbsobom rozsirovat ¢i vyuzit ¢i umoznit ich Sirenie Ci vyuZitie.

Otazky tykajtice sa ochrany osobnych tudajov
8.1. Ak mate nejaké otazky alebo pripomienky tykajlce sa spracovania osobnych tGdajov
Spolocnosti, kontaktujte nas.

Posledna aktualizacia dina 01.01.2022

Zoznam prijatych technickych a organizacnych opatreni na ochranu osobnych udajov

9.1. Aplikacie aj uZivatelské data si umiestnené na serveroch spolo¢nosti Websupport.

9.2. Vsetky pristupy k aplikacii su zabezpecené proti odpocuvaniu pomocou protokolu https a
platného Sifrovacieho certifikatu.

9.3. Priamy pristup k administracii servera je umoZneny iba cez kryptované rozhranie SSH,
pripadne cez konzolu Websupport.

9.4. Opravnenost a spravnost uZivatelskych pristupovych prav je kontrolovand automaticky,
neopravnené pristupy alebo pristupy s nepotvrdenou platnostou su rusené.

9.5. Pri dobe skoncenia licencie na aplikaciu dlhSiu ako dva mesiace su pristupy blokované k
uZivatelskym ddtam zrusené.

9.6. Uzivatelské pristupy a vSetky podstatné operdacie su v aplikdcii zaznamendavané v auditnom

zazname (Audit Log)

9.7. Kazdy uzivatel sa prihlasuje na vlastny Gcet. Zdielanie Gétu/pristupu s inym uzivatelom je

nepripustné a nie je podporované.

9.8. Je stanovena minimalna dizka hesla. Je vynucovana zmena iniciaéného hesla pri prvom
Nové heslo je vydavané len po overeni identity uZivatela prostrednictvom pristupu k
pracovnej emailovej schranke.

9.9. Data v neelektronickej podobe st uchovavané a/alebo archivované len v trezoroch alebo

uzamykatelnych skriniach v ramci uzamykatelnych priestorov.

9.10. Pri transportoch dat mimo internej siete Spracovatela je doporucené pouZzitie Sifrovacich a

autentizacnych mechanizmov.



Conditions for personal data processing

pursuant to the provisions of Section 1746 (2) of Act No. 89/2012 Coll., the Civil Code, as
amended, and pursuant to Regulation (EU) 2016/679 of the European Parliament and of the
Council of 27 April2016 on the protection of individuals with regard to processing of
personal data and on the free movement of such data and repealing Directive 95/46 / EC
(General Data Protection Regulation) ("GDPR")

For the purposes of this document, personal data means any information relating to an
identified or identifiable data subject. A data subject is considered to be determined or
identifiable if he can be identified, directly or indirectly, in particular by number, code or one
or more elements specific to hisphysical, physiological, mental, economic, cultural or social
identity.

The data subject means the natural person to whom the personal data relates, i.e.
users of theSchedy Service.

Any person who creates a user or company account is considered a user of the Schedy
Service. TheSchedy user declares that he is aware of his role as the Personal Data
Controller, as well as the rights and obligations arising from this role. The user grants an
explicit informed consent with this Data Processing Agreement (DPA).

The Processor of personal data is the company KMB group s.r.o., Piestanska 3, 831 02
Bratislava, ID 47 425 288, a company registered in the Commercial Register kept at the
District Court of Bratislava I, section Sro, insert 92152/B (hereinafter only the Company). The
Company may entrust themanagement and processing of personal data to a third party for
the purpose of operating and administering the Schedy Service.

1. Definition of processed personal data

1.1. Based on the Contract, the Processor processes personal data for the Controller to
the following extent:

Purpose of Scope of personal data Special Categories of
processing categories data subjects
of personal
data
HR agenda Name and surname of a natural no employees
management person; date of birth of natural person,
sex, job position, internal employee
number, workmobile and / or fixed
telephone number; work email; photo;
the date of joining the company, the
date of leaving thecompany, the type
of employment and the type of
employment relationship.
Management of Dates of drawing on absence no employees
the agenda of events (holidays, sick days, benefit
holidays days, etc. -




and other types other events according to the

ofabsence systemsettings by the employer)
Shift planning, Dates of work activities based on the no employees
workactivity definition of activities by the employer
planning (e.g.work in the office, work at the

client / customer, etc.)

Employee Records of the employee’s hours worked |no employees
attendance records within his Working days.

In addition to the employee’s no employees
identification data, the employee can
also upload his / herimages.

Administration of
theemployee’s
profile

User and . . no employees
applicationsupport Data stored in the Schedy application

1.2. The processor will process personal data in electronic form in accordance with this
Agreement

1.3. The processor undertakes to process Personal Data with professional care.

Independence of the processor and instructions of the Controller

2.1. The Processor will process Personal Data separately in order to achieve the specified
purpose of processing according to the Article 1.1. and, with the exercise of professional
care, to independently decide on the execution of individual acts within the processing
of personal data, which must be performed in accordance with the applicable legal
regulations.

2.2. In the event that the Processor receives an instruction from the Controller, it is bound by it.

2.3. Instructions for the processing of personal data may be communicated on behalf of the
Controller and accepted by the authorized person on behalf of the Processor, in written
(electronic) form.

2.4. Processors are not bound by the Controller's instructions, which are:

2.4.1.made by a person other than the authorized person and addressed to a person other
thanthe authorized person,

2.4.2.made in a form other than written (electronic),
2.4.3.contrary to the applicable law.

2.5. If any case arises where the Processor is not bound by the Controller's instruction, the
Processor isobliged to inform the Controller of such a fact without undue delay.




3. Storage and security of personal data

3.1. The Processor undertakes to store and process Personal Data securely and to use all
reasonablesecurity systems and procedures suitable for the processing of Personal Data.

3.2. The Processor undertakes to prevent or take all possible steps to prevent unauthorized
access,copying, modification, storage, reproduction, publication or distribution of Personal
Data.

3.3. If the Processor uses the security elements in connection with the provision of the
Services, it is obliged to maintain confidentiality about the security elements, it is not
entitled to share them with third parties, transfer or otherwise misuse them.

3.4. The Processor creates backup copies of databases (weekly database backup), we save
the last 4 backups. Restoration of data from the backup is charged at CZK 30,000.

3.5. In the event that either Party finds that:
3.5.1.there has been an unauthorized or illegal processing of Personal Data;
3.5.2.the Personal Data has been lost, damaged or destroyed or otherwise degraded;
3.5.3.there has been a case of security breach;
3.5.4.a third party has gained unauthorized access to any of the security features;

it is obliged to notify the other Party without undue delay and to provide maximum co-
operation for redress.

3.6. In providing quality Schedy Services, we are assisted by processors who work in accordance
with European standards of personal data protection. The processing of personal data by
these third parties is governed by their own terms of service.

3.7. Description of processing purposes:

3.7.1.MailChimp and Mandrill Service for sending bulk messages and notifications.
MailChimp's personal data is transferred to the US, and MailChimp complies with EU-
U.S. Privacy Shield.

3.7.2.Google Analytics and Google Tag Manager statistics Services
(https://policies.google.com/privacy/partners?hl=en).

4. Declarations by Parties
4.1. The Processor declares and warrants to the Controller that
4.1.1.fulfils all legal obligations arising for him from the GDPR and other legal regulations;

4.1.2.will process personal data for the Controller for the entire duration of the
Agreement inaccordance with Czech law, in particular in accordance with the
GDPR;

4.1.3.will keep proper records of Personal Data processing activities within the meaning
of Article 30 of the GDPR for the entire duration of the Agreement;

4.1.4.will process only personal data in relation to defined data subjects in accordance
with this Agreement to the extent and for the purpose specified by the Controller
or in accordance with the purpose of this Agreement;

4.1.5.will always process Personal Data on the basis of a valid legal ground, if it is a part
of the Personal Data Collection Services by the Processor;



4.1.6.will process accurate Personal Data in accordance with this Agreement and will
update it regularly. Personal data that are inaccurate with regard to the purposes
for which they are processed shall be deleted or corrected by the Processor after
the prior instruction of the Controller;

4.1.7.will store Personal Data for the necessary time according to the Controller's
Instruction.The processor undertakes to regularly check the deadlines for the
liguidation of personal data and to ensure the liquidation of personal data, if the
conditions are met;

4.1.8.is able to guarantee that during the processing of personal data for the Controller
it will not behave in such a way as to reduce the level of personal data protection
ensured by thisregulation.

4.2. The Controller declares and guarantees to the Processor that:

4.2.1.at the time of the transfer of Personal Data, the Personal Data is current and there
is a valid legal title for their processing;

4.2.2.is not aware of any risk of violation of valid legal regulations in connection with the
current processing of Personal Data.

4.2.3. agrees to allow further processing of personal data by other processors who
undertake toprotect personal data to the minimum extent provided for in this
contract. To the same extent as regards the purpose of processing and to the
minimum extent as regards ensuringthe security of the processing of personal data
processes.

Cooperation

5.1. Co-operation in fulfilling the Controller's obligation to respond to requests for the
exercise of datasubjects' rights.

5.2. The Processor undertakes to provide the Controller with the necessary cooperation,
which can be fairly requested, especially in the case of:

5.2.1.implementation and maintenance of appropriate technical and organizational
measures to secure personal data;

5.2.2.security breach reporting;

5.2.3.assessment of the impact of processing on the protection of personal data, if the
Controller decides that an assessment of the impact of processing within the
meaning of Article 35 of the GDPR is necessary;

5.2.4 fulfilment of the obligations of prior consultation with the Office for Personal Data
Protection within the meaning of Article 36 of the GDPR in the event of legal
conditions.

5.3. Atthe request of the Controller, the Processor undertakes to provide, within a specified
period of time, which may not be less than thirty (30) working days, the necessary
information necessary toprove that the processing of personal data under the Contract
is carried out in accordance with applicable law.

5.4. The Processor undertakes to allow the Controller and his representatives, at his
request, within a reasonable period of time, which may not be less than thirty (30)
working days:

5.4.1.access to records on Personal Data processing activities;



5.4.2.check the technical and organizational security measures of the Personal Data;

6. Duration of processing

6.1. The Parties have agreed that the Processor will process personal data under this DPA for
a definite period of time for the duration of the agreement on the use of the Schedy
internet Service.

6.2. Upon termination of this Agreement, the Processor reserves the right to permanently
delete the entire Controller's account, including all existing copies of personal data.

7. Confidentiality

7.1. The Contracting Parties declare that all data, information and facts related to this DPA
and its performance and provision of Services under this DPA, in particular personal data
processed under the DPA, including the content of the DPA (except information that is
or becomes publicly knownother than breach of this DPA and information held by the
relevant party prior to its receipt from the other party) is confidential information
("Confidential Information"). The Parties undertake not to provide the Confidential
Information to a third party and not to use it for any purpose other than the
performance of this DPA, except:

7.1.1.their advisers bound by professional secrecy to the same extent as the Parties, or

7.1.2.the competent national and other administrative authorities and courts, where the
parties are required by generally binding rules to provide them with this
information, or

7.1.3.information that is or becomes publicly available other than in violation of this DPA.
7.2. The Processor undertakes to bind its employees and other associates in a contractual

relationship with the Processor who perform activities related to this DPA and its
performance and provision of Services under this DPA.

7.3. The obligation of confidentiality under this DPA continues even after the termination of
this DPA.The Parties are not entitled to disseminate or use confidential information
within the meaning of this DPA in any way after the termination of the DPA or to enable
their dissemination or use.

8. Issues related to personal data protection

8.1. If you have any questions or comments regarding the processing of the Company's
personal data, please contact us.
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9. List of technical and organizational measures taken to protect personal data
9.1. The application and user data are located on servers of Websupport company.

9.2. All accesses to the application are secured against eavesdropping using the https
protocol and avalid encryption certificate.

9.3. Direct access to server administration is allowed only through the encrypted



9.4.

9.5.

9.6.

9.7.

9.8.

9.9.

SSH interface, orthrough the Websupport console.

The authorization and correctness of user access rights is checked automatically,
unauthorized accesses or accesses with unconfirmed validity are cancelled.

If the application license expires for more than two months, access to the user data is
blocked.

User accesses and all significant operations are recorded in the application in the
audit log (AuditLog)

Each user logs in to their own account. Sharing an account / access with another user
is not allowedand is not supported.

The minimum password length is set. The change of the initial password is forced at
the first. The new password is issued only after verifying the user's identity through
access to the work e-mail box.

Data in non-electronic form are stored and / or archived only in safes or lockable
cabinets withinlockable areas.

9.10. When transporting data outside the Processor's internal network, the use of

encryption andauthentication mechanisms is recommended.



